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CYBERSECURITY COMPLIANCE

CMMC Explained: The Three Levels That
Determine If You Can Win Government Contract

If your company does business with the federal government, or wants to, there's a good chance someone
recently handed you a piece of paper with "CMMC" on it. Your contracts may depend on understanding
what it means.

Here's the short version: the U.S. Department of Defense has created a certification program that verifies
defense contractors protect sensitive government data the way they claim to. It's called the Cybersecurity
Maturity Model Certification, or CMMC 2.0. Starting now and rolling out fully through 2026, contracts will
require it. No certification, no contract.

The good news: there are only three levels. Which one applies to you depends almost entirely on what
kind of information you handle. Let's walk through each one.

“Which level applies to you depends almost entirely on what kind of
information you handle.”

The big idea: not every contractor carries the same risk

The DoD designed CMMC around a simple truth: a small firm that prints training manuals doesn't pose
the same cybersecurity risk as a defense contractor building missile guidance software. So the
requirements scale accordingly.

The framework splits into three levels. Think of them as concentric circles of sensitivity.
e Most contractors fall into Level 1.
e A smaller group reaches Level 2.

e A select few need Level 3.
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Level 1: Foundational
For contractors handling Federal Contract Information (FCI)

If the government pays you to provide a product or service, you almost certainly handle FCI: Federal
Contract Information. This is basic procurement data: what you're building, pricing, delivery
schedules. Nothing classified, but still government property.

Level 1 requires 17 basic cybersecurity practices. Think of this as standard digital hygiene: use
antivirus software, require strong passwords, limit who can access what, and don't let unauthorized
people onto your systems. The kind of things any responsible business should be doing anyway.

Crucially, you can assess yourself. No third-party auditor is required. You complete an annual self-
assessment, attest that you meet the requirements, and submit it to the government's SPRS
database.

17 practices Annual self- You (exec sign-off) FCI
assessment

Level 2: Advanced
For contractors handling Controlled Unclassified Information (CUI)

CUI: Controlled Unclassified Information is the level up from FCI. This is data that's sensitive enough
to require protection by law or regulation, even if it's not classified. Think: technical specifications for
defense systems, export-controlled engineering drawings, certain personnel data, or acquisition-
sensitive financial information.

If your work touches any of this, you're at Level 2. The requirements jump to 110 security practices,
aligned directly with NIST SP 800-171. We're talking about things like incident response plans, multi-
factor authentication, encryption in transit and at rest, regular vulnerability scanning, and system
monitoring.

While some contractors handling non-prioritized data may still use self-assessments, most
companies handling CUI at Level 2 will now require a formal audit by a Certified Third-Party
Assessment Organization (C3PAQO).

110 practices Third-party audit Accredited external Cul
(C3PAO) auditor
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Level 3: Expert

For contractors on the highest-priority DoD programs

Level 3 is reserved for a very small group: contractors working on the DoD's most critical programs,
where adversaries (nation-state hackers) are actively trying to steal or disrupt your work. If you're not
sure whether this applies to you, it almost certainly doesn't. Your contracting officer will tell you
explicitly.

This level adds 24 additional practices on top of Level 2, drawn from NIST SP 800-172. Assessments
are conducted by government officials from the Defense Contract Management Agency (DCMA), not
a third-party firm. The scrutiny is intense and ongoing.

134+ practices Government-led Federal govt officials = CUI on critical
(DCMA) programs

The question every CEO should ask first

Before spending a dollar on compliance preparation, your team needs to answer one question: do we
handle CUI?

If the answer is no, you're only receiving basic contract and procurement information, and you're likely at
Level 1. Your path is manageable. If the answer is yes, you're heading toward Level 2, and the effort is
significantly larger.

HOW TO FIND OUT

Look at your existing government contracts and subcontracts. Search for the phrase "Controlled
Unclassified Information" or the clause number DFARS 252.204-7012. If it's there, you handle CUI.
Your prime contractor or contracting officer can also confirm this directly. Don't guess.

What Level 2 actually means in practice

Since most defense contractors fall into Level 2, it's worth being honest about what's involved. This isn't a
checklist you hand to your IT person for a weekend. The 110 controls span your entire organization:

» Access control: who can reach what data, under what conditions

* Audit logging: recording who did what, when, so you can investigate incidents
+ Configuration management: keeping systems in a known, secure state

* Incident response: having an actual plan when something goes wrong

+ Maintenance and media protection: physical and digital controls on hardware
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» Risk assessment: regularly identifying and addressing vulnerabilities
+ System and communications protection: encryption, network segmentation, monitoring

Many companies discover, when they do a gap assessment, that they're already meeting a meaningful
portion of these controls. Others find significant gaps, especially around documentation, logging, and
incident response planning.

“The documentation requirement catches most companies off guard. Controls
aren't enough. You have to prove they exist and work.”

Timeline: when does this actually matter?

CMMC requirements are being phased into DoD contracts starting now. By the time full implementation
completes, virtually all DoD contracts touching CUI will require a verified Level 2 certification.

The practical implication: if you're responding to RFPs today, or expecting contract renewals in the next
12-24 months, you need to start your assessment process now. Between the gap assessment,
remediation work, and scheduling an accredited C3PAO, companies routinely spend six months to a year
preparing.

THE COST REALITY

Level 1 compliance can often be achieved without major investment. Level 2 is a different story.
Expect costs ranging from tens of thousands to well over six figures depending on your
organization's current security posture and the complexity of your systems. Companies that have
already invested in mature IT infrastructure (Microsoft 365, proper endpoint management, identity
and access controls) start from a considerably better position.

What to do right now, as a leader

You don't need to become a cybersecurity expert. You do need to make sure the right work is happening:

* Find out which CMMC level your contracts require. Call your contracting officer if you are unsure.
» Conduct a gap assessment against NIST SP 800-171 or have a qualified MSP to do it.

* Create a System Security Plan (SSP): a documented description of your security environment.

» Build a Plan of Action and Milestones (POA&M) for anything you haven't yet addressed.

+ If Level 2, start identifying accredited C3PAO firms and understand their availability.

» Enter your self-assessment score into the SPRS system. This is already required under DFARS.
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The single biggest mistake companies make is treating CMMC as an IT project rather than a business
priority. Certification affects whether you can bid on contracts at all. That makes it an executive decision,
not a help desk ticket.

CMMC compliance is one of the more complex regulatory requirements to land on the defense industrial
base in recent years, but it's also navigable with the right preparation and guidance. The companies that
start early, document honestly, and treat this as ongoing practice rather than a one-time audit will be the
ones still winning contracts when the dust settles.

Questions about where your company stands?

Pronto Tech specializes in CMMC readiness for small and mid-sized government contractors across
Virginia, Maryland, and Washington DC.

pronto-tech.com - 703-881-4605 - Manassas, VA



